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Every December, CISO MAG acknowledges and honors those who made significant contributions to the 
industry. These are individuals who have, over the years, been committed to bringing awareness into 
the realm of cybersecurity – to whom the information security industry is profoundly indebted. 

The selection parameters include experience, contribution to industry, spreading cybersecurity awareness, 
authorship, speaking roles, awards & recognitions, innovations, influencer status, and patents. 

The Cybersecurity Person of the Year is decided through an internal voting process involving CISO MAG 
editors.

This year we decided to have only one recognition. We did not have a list of nominees and other finalists.

We are proud to announce that John Kindervag is the CISO MAG Cybersecurity Person of the Year (2021). 

JOHN KINDERVAG

John Kindervag is Senior Vice President Cybersecurity Strategy, ON2IT, and ON2IT Global Fellow. He is  considered 
one of the world’s foremost cybersecurity experts. Kindervag is best known for creating the revolutionary  
Zero-Trust Model of Cybersecurity.

Before ON2IT, he spent the previous four years at Palo Alto Networks as Field CTO. Before Palo Alto Networks, 
John spent eight and a half years at Forrester Research as a Vice President and Principal Analyst on the 
Security and Risk Team. 

He is also on the U.S. President’s NSTAC Zero-Trust and Trusted Identity Management Subcommittee 
(National Security Telecommunications Advisory Committee).

Kindervag devised the term Zero Trust in the fall of 2008 while at Forrester. Two years later, he moved to 
Palo Alto Research and completed a paper on zero trust titled, “No More Chewy Centers: Introducing The Zero 
Trust Model Of Information Security.” His blogs on this topic are widely read. He spoke about zero trust at 
many security conventions and meetups, and then it became an industry term.  

Zero trust gained more significance when the pandemic came along, as everyone began to work from outside 
the organization. 

We think Zero Trust was the biggest industry buzzword of 2021. The term is mentioned in most security 
conversations today; security practitioners speak about it at conferences, and  it is frequently mentioned in 
Board room discussions.

In May 2021, President Biden passed an Executive Order to improve the nation’s cybersecurity. The order 
mandates that the Federal Government develop a plan to implement Zero-Trust Architecture (ZTA), which is 
mentioned in multiple sections within the Executive Order. 

ZTA has changed how the world views cybersecurity today, and the credit for this goes to John Kindervag. 

Kindervag has a practitioner background, having served as a security consultant, penetration tester, and 
security architect. He has been interviewed by numerous publications, including The Wall Street Journal, 
Forbes, Bloomberg, and The New York Times. He has also appeared on television networks such as CNBC, 
Fox News, PBS, and Bloomberg, discussing information security topics. John has spoken at many security 
conferences and events, including RSA, SXSW, ToorCon, ShmoCon, InfoSec Europe, and InfoSec World. 
Kindervag has a Bachelor of Arts degree in communications from the University of Iowa and lives in Dallas, 
TX.

Read our interview with John Kindervag in Under the Spotlight on page 32.
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Another year draws to a close, and 
everyone is preparing for the holidays 
and the Christmas season. It is also 

the time to reflect on what happened during 
the year. In the same breath, I urge everyone 
to be extra cautious and not let their guard 
down. For ‘tis is also the season for threat 
actors and hacking too! 

This year, the attacks on users continue 
unabated, with phishing attacks getting 
sneakier and more sophisticated. We saw 
government and financial institutions being 
impacted by data breaches.  Even industries 
such as manufacturing, health care, and 
education that were once not considered 
“lucrative” targets have now come within the 
crosshairs of adversaries.

Last year around December, there 
were many ransomware attacks on U.S.  
health care institutions. Health care and 
supply chain security are among the lowest-
ranked domains for the National Institute of 
Standards and Technology’s Cybersecurity 
Framework (NIST CSF) conformance. But 
there could also be attacks on financial 
institutions and critical infrastructure, as we 
saw in the first quarter this year. 

The CISO MAG editorial team tracked these 
events and incidents throughout the year. We 
report daily on breaches, attacks, and other 
trends. This time, every year, our editors pick 
the biggest stories in Cybersecurity, and you 

can read our selection in the Cover Story on 
page 62.

CYBERSECURITY PERSON OF THE YEAR

At the end of the year, we also acknowledge 
individuals in the cybersecurity industry. 
These are individuals who have, over the 
years, been committed to bringing awareness 
into the realm of cybersecurity – to whom the 
information security industry is profoundly 
indebted. 

I am thrilled to announce that John 
Kindervag is the CISO MAG Cybersecurity 
Person of the Year (2021). He is best known 
for creating the revolutionary Zero-Trust 
Model of Cybersecurity. Kindervag is Senior 
Vice President Cybersecurity Strategy, ON2IT, 
and ON2IT Global Fellow.

Zero-Trust Architecture has changed how 
the world views cybersecurity today, and the 
credit for this goes to Kindervag. 

Read our interview with John Kindervag in 
Under the Spotlight on page 32.

I wish all our readers a Merry Christmas and 
a Happy New Year.

Editor-in-Chief

Brian Pereira

EDITOR’S NOTE

‘TIS THE SEASON
TO BE PRUDENT

https://cisomag.eccouncil.org/how-cyberattacks-cause-severe-hazards-to-health-care-industry/?utm_source=emagazine&utm_medium=pdf&utm_campaign=cisomag_december2021&utm_content=editorsnote
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You can’t attend a conference without 
seeing Zero-Trust Architecture 
(ZTA) mentioned in almost every 

presentation. Zero-Trust Architecture or 
ZTA has been around for quite a while but 
has finally captured the attention of the 
commercial IT sector. Zero trust has been 
promoted heavily by the U.S. National Security 
Agency. Recently, it has been established 
as the best way to secure the nation’s 
infrastructure, both in the government and 
private sector[1]. This sudden popularity has 
created a profound buzzword status around 

the security architecture. It has sometimes 
led to a misunderstanding around what 
exactly ZTA is and how it can be deployed in 
your organization. As a CISO, we often bristle 
at buzzwords and fads and stick to our core 
competencies in security. Zero trust is more 
than just a buzzword and should not be seen 
as a sales gimmick. Every CISO needs to take 
a careful approach to analyze their risk and 
decide if a phased zero trust deployment 
makes sense. Here are some critical concepts 
to apply when thinking about your needs and 
if ZTA can improve your security posture.
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Critical Questions to Answer

Zero trust is set up as a series of five sequential 
steps. The ability to accurately and efficiently 
complete one step depends on the previous 
step’s accuracy and completion. A good way 
to illustrate this is questions that should 
arise for each step in reverse order:

• How am I maintaining security for my    
critical resource(s)? 

• What are the security products and 
capabilities that protect my critical 
resource(s)?

• Where are the security products located 
and, what should be the configuration 
for the capabilities?

• What are the transaction flows and 
elements of my critical resource(s) that 
need protection?

• What is the critical resource(s) I need to 
protect?

To answer these questions in order, you 
first would need to answer the question 
below it. For example, to know how you 
maintain security for a critical resource, you 
first need to determine what products and 
capabilities provide that security. Next, you 
must understand where these capabilities 
and security products are and how they 
should be configured. To answer this, you 
have to analyze the security and capabilities 
to protect your critical resource. Which 
leads to demanding the answer to the last 
question, “What is the critical resource I need 
to protect?”
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Five-Step Methodology

Zero trust, when approached as a sequential 
5-step methodology, answers these 
questions in the correct order. This ensures 
the following step can be accomplished, 
then the one after, and so on. Until 
ultimately, you can answer definitively, “How 
am I maintaining security for my critical  
resource?” 

These five steps are:

Discovery and Prioritization: Define what 
constitutes a critical resource, identify what 
resources fit this criterion, and then prioritize 
these resources based on appropriate 
variables. You can now make informed 
decisions on the timeframe for these critical 
resources going to the next step. 

Mapping and Verification: This is the process 
of identifying the transaction flows, 
components, endpoints, and network 
locations of a given resource. Then making 
sure each of these is verified to the best 
possible degree, ensuring only legitimate 
aspects of the resource are allowed. This 
targets a resource based on its priority from 
the previous step. 

Standards and Design: Takes the verified 
flows, components, endpoints, and network 
locations and defines security standards 
to protect each of these elements of a 
given resource. Also, where the zero trust 
protection for the said resource is defined, 

1
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